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@ CIP concept: 3 pillars — 2 goals — 1 approach
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Critical infrastructure guideline
Dual approach to improve the resilience of CI

Protect Enterprises - Sub-
and Society -
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' Risk- and
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analysis for critical
sub-sectors
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critical sub-
sectors

umo(-do|

Bottom-Up

Operators / ' ¥
Objects

Authority, Cl-operators, industry associations

Provide guideline and brochure for critical Conduct risk and vulnerability analysis /
infrastructure protection (CIP) to improve the measures to improve the resilience of critical

resilience of critical infrastructure objects sub-sectors
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Applying the CI guideline

4 steps to improve the resilience

4. Resilience measures

- ldentify possible measures )
- Estimate cost-benefit ratio :

- Define implementation
responsibilities

1. System and market analysis

- - Define critical supply chains and output

- ldentify actors, processes and services

o - Assess market situation

mprove resiliencé
of critical sub-

sectors

3. Risk analysis
- Define relevant hazards
- Describe scenarios
- Assess probabilities

- Assess impact of
disturbance / loss of service

2. Vulnerability analysis

- Examine criticality of processes

- Check dependency of critical
processes on specific resources
(energy, staff, IT...)

Assess vulnerabilities of critical
processes
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+ Insights from the risk analysis
Comparison of the impact in the sub-sectors

Comparison of the impact on the society caused by four different hazards in different critical sub-sectors
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Insights from the risk analysis
Risk of cyber attacks in critical sub-sectors
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Insights from the risk analysis
Risk distribution of different hazards

Simplified comparison of risk distribution in selection of critical sub-sectors
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Tools to foster collaboration
-+ . .
...and to improve (cyber) resilience for ClI

Fotodaten

« Excerpts from the CI inventory (classified)

* Guideline (and other tools) on
comprehensive resilience concept
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Critical sub-
sectors

« Methodical support in CIP context
(criticality assessment, hazard catalogue,
hazard files, etc.)

« Support in CIP-related aspects (risk &
vulnerability assessments, scenarios,
contacts to federal offices and inter-
national partners, etc.)
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© International collaboration in the context of CIP

« QOrganisation for Economic Co-operation and
Development (OECD): High Level Risk Forum

« European Union (EU) DG Migration and Home Affairs:
European Programme on Critical Infrastructure
Protection / Meetings of CIP Point of Contacts

* North Atlantic Treaty Organization (NATQO) / Partnership
for Peace (PfP): Civil Emergency Planning Committee

 Bilateral contacts with various countries
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Conclusions

Outages of Cl can be triggered by various hazards. Cyber
IS treated as one of them, however for some sub-sectors
the most pressing one. An integrated and risk based
approach is therefore essential to identify the most severe
weakness and their consequences.

Most Cl are particularly depending on reliable power
supply and uninterrupted access to telco networks.

Emergency planning and business continuity
management are essential for mastering grave incidents.

International collaboration is crucial to benchmark with
peers and to learn from other experiences.
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Guisanplatz 1B, 3003 Bern
Tel +41 58 462 51 37
stefan.brem[at]babs.admin.ch
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CIP: www.infraprotection.ch
National Risk Analysis: www.risk-ch.ch
Cantonal Risk Analysis: www.kataplan.ch
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